In this paper, we investigate the problem of obtaining new construction methods for resilient Boolean functions. Given n (n odd and n ≥ 35), we firstly provide degree optimized 1-resilient n-variable functions with currently best known nonlinearity. Then we extend our method to obtain m-resilient (m > 1) Boolean functions with degree n − m − 1, we show that these Boolean functions also achieve currently best known nonlinearity. Finally, the algebraic immunity and immunity against fast algebraic attack of the obtained Boolean functions are investigated.
INTRODUCTION
Resilient Boolean functions have wide applications in combiner model or filter model for stream ciphers [1] [2] [3] . By a (n, m, d, x) function we mean n-variable m-resilient Boolean function with degree d and nonlinearity x. A component is replaced by a "−" if it is not specified, e.g. (n, m, −, −) means the degree and the nonlinearity are not specified. It is now well accepted that for an resilient Boolean function in stream ciphers, it must satisfy such properties as high nonlinearity, high algebraic degree. All of these parameters are important in resisting on different kinds of attacks, so the researches on cryptographic resilient Boolean function are paid more and more attention.
However, not all of these criteria can be satisfied simultaneously. As for concerning degree, Siegenthaler [3] proved that d ≤ n − m − 1 for (n, m, d, x) functions. The resilient Boolean functions which reach this bound, is called degree optimized resilient Boolean functions. As for concerning the nonlinearity, a lot of results which include nontrivial nonlinearity (upper) bounds have been published in [4] [5] [6] [7] .
Considering a Boolean function on n-variable with order of resiliency m (m > n/2 − 3/2), generalized construction methods for (n, m, d, −) resilient functions which attain maximum possible nonlinearity have been proposed in [6, 8] , and these Boolean functions also have the optimal degree since there exists a relational expression 2 m+2+⎡(n-m-1)/d⎤ | W f (u) which was proved in [7] .
Unfortunately, for a Boolean function on n-variable with low order of resiliency m (m < n/2 − 2), we do not have a common method to generate a function attaining both the maximum possible nonlinearity and upper bound of the degree although we have obtained some interesting results by computer search techniques [9] [10] [11] . As a result, constructions of (n, m, n − m − 1, −) Boolean function focus on generating a function attaining as high nonlinearity as possible (not maximum possible nonlinearity), and the problem can be classified into the following two cases.
(1) For even n, construct (n, m, n − m − 1, −) functions with high nonlinearity.
(2) For odd n, construct (n, m, n − m − 1, −) functions with high nonlinearity.
The first problem has been studied in [12] [13] [14] [15] [16] . The currently best known results are obtained in [16] by using the disjoint spectra functions. The second problem has been less studied. In [14] , the author modify the Patterson-Wiedemann functions to construct balanced Boolean functions on n-variables having nonlinearity strictly greater than 2
(n-1)/2 for odd n. To the best of our knowledge, this is the known construction which provides functions of the second type with highest nonlinearity, though in certain cases, for small number of variables, the technique of [15] yields better results.
Apart from already considered cryptographic criteria such as nonlinearity, algebraic degree, and resiliency, it turned out that the Boolean function must also have a high order of algebraic immunity and immunity against fast algebraic attack [17] [18] [19] , and the study on resilient Boolean functions which has strongest ability to resist algebraic attack and fast algebraic attack is of great importance [20] [21] [22] .
In this paper, based on the disjoint spectra functions theory in [16] , we will provide a new method to construct degree optimized resilient Boolean functions with currently best known nonlinearity. Our construction can be seen as a future version of the construction in [23] . The rest of this paper is organized as follows. Section 2 provides basic definitions and notations. Section 3 presents a method to construct degree optimized 1-resilient Boolean function with nonlinearity > 2
(n-1)/2 when n is an odd number. In section 4, we extend the method to construct m-resilient function with nonlinearity > 2
(n-1)/2 . In section 5, we study the algebraic immunity of the constructed functions and prove that our construction does not provide a maximum resistance against fast algebraic attacks. Section 6 concludes this paper.
RELATED WORKS
Let F 2 be the finite field with 2 elements, the vector space of n-tuples of element from
* be the set of all nonzero vector in F 2 n . The addition operator over F 2 is denoted by +, representing additions modulo 2. By B n we mean the set of all Boolean functions on n variables. We interpret a Boolean function f(x 1 , x 2 , …, x n ) as the output column of its truth table, that is, a string of length 2 n having the form:
The weight of f is the number of ones in its output column, this is denoted by wt(f).
An n-variable function f(x 1 , …, x n ) can be seen as a multivariate polynomial over F 2 , that is, where the dot product of vectors x and u is defined as
An n-variable Boolean function f is called t-resilient if and only if its Walsh transform satisfies
Let us now clearly clarify the exact upper bounds on the nonlinearity of resilient Boolean functions. It is known that for n even, the maximum nonlinearity is 2
and the Boolean functions which attain this nonlinearity are called bent functions. However, the problem remains open for odd n. For the n-odd case, we here use the term nlmax(n) to denote the maximum nonlinearity. The following results of the nonlinearity of an (n, m, n − m − 1, x) function have been provided in [13] ,
, then x is the highest multiple of 2 m+1 which is ≤ nlmax(n).
A nonzero n-variable Boolean function g is called an annihilator of an n-variable
We denote the set of all annihilators of f by AN(f).
Definition 2
For f ∈ B n , the algebraic immunity of f is the minimum degree of non-zero functions g ∈ B n such that f × g = 0 or (f + 1) × g = 0. Namely,
Definition 3 For f ∈ B n , we say f has optimal immunity against fast algebraic attack if for Boolean function g, h such that fg = h. Denoting by e and d the degree of g and h respectively, then e + d ≤ n − 1 for any e ∈ [1, ⎡n/2⎤ − 1].
CONSTRUCTION OF
In this section, by concatenating of a resilient Boolean function and a highly nonlinear Boolean function, we obtain our new 1-resilient Boolean functions with high nonlinearity. In fact, construction of resilient functions by concatenating two Boolean functions has been investigated in many references [13] [14] [15] . These constructions use the MaioranaMcFarland (MM) functions, but the general MM-functions restricts high nonlinearity. Here we use the disjoint spectra functions to confine ourselves to considering only a special subclass of the MM-functions obtained by imposing a restriction on an injective, and then we concatenate the MM-functions with a 15-variable Boolean function. As a result, we derive a new degree optimized 1-resilient Boolean functions, and the nonlinearity of our constructed 1-resilient functions are higher than previous construction.
Algorithm 1 Input:
Parameter n (n ≥ 35 odd). Output: an (n, 1, n − 2, −) function with nonlinearity > 2
Step 1: Take n ≥ 35 and n odd, let n * = (n − 15)/2.
Step 2:
Step 3: Obtain the set T 0 as, 
δ , wt(c) > 0} where μ(X n*-δ ) is a balanced Boolean function obtained by Dobbertin's iterative Construction.
Step 5: Let φ be an injective mapping from F 2 n to T 0 ∪ T 1 , and ∃τ Step 6: 
Theorem 1 f(Z, Y, X) is an (n, 1, n − 2, NL(f)) function with

NL(f)
( 1) ( 1) 
( 1) 
( 1) [ ( 1) ( 1 ] ) . 
, W * should be small to insure f having a high nonlinearity, so W k should be as small as possible. Note that the highest nonlinearity of 15-variable Boolean function is 2 14 − 2 7 + 20 [24] , and that the highest nonlinearity of 9-variable Boolean function is 2 8 − 2 4 + 2 [9] . Then by direct sum with bent functions, we can get the highest nonlinearity for odd variable Boolean function with the number of variable 11, 13, ≥ 17. So, we have
(n*-k-1)/2 . At the end of this section, we compare the nonlinearity obtained by [14] and our Construction in the Table 1 , and it clearly shows the superiority of our method compared to the method in [14] , "−" mean the construction fails. Note that the algorithm for 1-resilient functions can be extended to construct higher order resilient Boolean functions directly. However, in this case, we need find more nonlinear functions, then Algorithm 1 may be invalid. So, we will have the following improved algorithm for m > 1.
Algorithm 2 Input:
Parameter n (n odd and n ≥ 35) and m > 1. Output: an (n, m, n − m − 1, −) function with nonlinearity > 2
Step 1:
and g * (X) = ∏ i∈D 2 x i , and obtain the set T 0 as,
Step 2 . 
where μ(X i * ) is a n * − k i -variable 1-resilient Boolean function with maximum non-linearity Table 2 , we list the nonlinearity of (n, m, n − m − 1, −) functions corresponding to different constructions, "−" means that the construction is failed.
From Table 2 , we can learned that: given n, both [14] and our construction are often not valid for large resiliency orders. However, our construction adapts for more cases and provide better nonlinearity. 
